AIS Advancing the Professionals | Connecting the Community | Excelling the Profession

AiSP News & Highlights

Join Social Engineering (E-Commerce Fraud, Tech Support Fraud) on 31 May!
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E-COMMERCTE FRAUD, TECH SUE

To mitigate the risk of social engineering attacks, organizations must educate their employees on the various tactics employed
by attackers and the importance of safeguarding sensitive information. It is also crucial to implement strict security protocols,
such as multi-factor authentication and encryption, to protect against unauthorized access to sensitive data. By taking these

measures, organizations can better protect themselves against the insidious threat of social engineering attacks. Join us in the

coming workshop to find out more on the various measures needed to fight against social engineering.

Register here



https://forms.office.com/r/P1rTmncszR

Sign up for Qualified Information Security Professional (QISP) Exam before 31 May!

AISP

dvance onnect xcel

Increase your certification profile and sign up for
QUALIFIED INFORMATION SECURITY PROFESSIONAL
(QISP) exam!

Complimentary FIRST year Membership
till
31 Dec 2023
Price

Sign up before 31 May to get $50 off (U.P $370)
Sign up in bulk of 10 to get $70 off per pax

For individual sign up, please register via the qr code
here

i

To sign up in bulk of 10, please send to
secretariat@aisp.sg

If you have One (1) to five (5) years of working experience in Information Security; or
Formal training in cyber security in an educational institution and would like to increase your certification profile, sign up for
AiSP one and only Qualified Information Security Professional (QISP) exam!
Complimentary 1- year AiSP membership (till 31 Dec 2023) will be given to all candidates who have signed up for the exam.

Sign up before 31 May to get $50 off the exam price (U.P $370) which is just $320 before GST to achieve the certification!

AiSP QISP Exam is based on 1S-Body of Knowledge 2.0:
- Validated by corporate companies, IHLs and associations.
- This includes government agency such as GovTech, IHL schools such as polytechnics and associations such as
Singapore Computer Society and SGTech.
- Developed by referencing from the Skills Framework for Infocomm Technology by IMDA on cybersecurity topics.

Register here now!
For more details visit our website here!

If you have any enquiries, please contact secretariat at secretariat@aisp.sg
*Terms and Conditions apply



https://forms.office.com/r/1QwS6qbuUp
https://www.aisp.sg/qisp_exam.html
mailto:secretariat@aisp.sg

AiSP Events and Updates

Cyber intelligence Briefings -
The Rise of FusionCore - An
Emerging Cybercrime Group from
Europe
7 June 2023

Understanding The
External Thveat Landscape And Its Impoct

AISP

CYFIRMA

In this webinar, CYFIRMA Research
team will share detailed insights into
FusionCore, its evolution and modus
operandi. This group offers
comprehensive instructions to sellers of
their services or products, allowing even
individuals with minimal experience to
carry out complex attacks. The briefing
will emphasize the importance of having
complete visibility into the attack
surface, as security teams cannot
effectively protect against threats they
cannot see.

Participate in the webinar to learn how
to stay ahead in the battle against
cybercrime.

Register here

SEA CC Webinar — Data & Privacy
8 June 2023

SEA CC WEBINAR
DATA & PRIVACY

The South East Asia Cybersecurity
Consortium will be organising a series of
webinars leading up to the SEA CC Forum
2023. The first webinar will be focusing on
Data & Privacy where speakers will be
sharing insights on the best practices for
data protection.

Register here

Cyber intelligence Briefings
Tense China-Taiwan Relations -
Engagement on the Cyber Battlefield
21 June 2023

Understanding The
External Threat Landscape And Ifs Impact

by AiSP and CYFIRMA Research
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In our upcoming exclusive webinar, we will
address the pressing issue of Chinese
Advanced Persistent Threat (APT) groups
and their escalating activities, particularly
considering heightened tensions with
Taiwan. Recent research conducted by
CYFIRMA has revealed persistent
cyberattacks from APT27, targeting at
critical industries & organizations, and
utilizing tactics and tools reminiscent of
their counterpart, APT41.

Register here



https://us06web.zoom.us/webinar/register/8816838729432/WN_-_vvUyPLRYSj3M0HDWauow
https://us06web.zoom.us/webinar/register/4216810994785/WN_llsql6lzSRy0VdqtSyKouQ
https://us06web.zoom.us/webinar/register/WN_an-66JfFSK2sG9mCUEsMLA

AiSP Events

and Updates

AiSP x Wizlynx Group -
Understanding Red
teaming and Purple
Teaming Exercise

28 June 2023

AiSP  wizlynx
. group
UNDERSTANDING RED TEAMING

AND PURPLE TEAMING EXERCISE
AISP X wizlynx group Event

REGISTER
Now

As the prevalence and
sophistication of cyber threats
continue to grow, companies
of all sizes are becoming
increasingly aware of the
risks posed by potential
cyber-attacks. In response,
organizations are
implementing various
defensive layers,
mechanisms, and solutions to
prevent such threats,
including firewalls, IDS, IPS,
and other systems that form
the front line against
malicious activities.
Additionally, the human
element — the so-called "Blue
Team" — configures,
maintains, and operates this
infrastructure.

Register here

AiSP Youth Symposium
2 July 2023

RISP YOUTH
SYMPOSIUM 2023

Date: 2 July 2023
Time: 12.30 pm to 4.00 pm
Venue: JustCo @ Marina Square
Dress code: Smart Casual

REGISTER NOW '\

As part of Singapore Youth Day
2023 on 2 July 2023 (Sun),
AiSP will be organising the 2nd
Youth Symposium to reach out
to the Youths for a day of
sharing, internship or career
opportunities with our partners
on 2 Jul 23 (Sun). We will also
invite keynote speakers to
share on the importance of
Youths in Cyber and Tech.

We are expecting 100 Youths
and professionals (Subject to
COVID restrictions) for the
Symposium in this Physical
Event. We have invited our
Patron, Senior Minister of State,
Ministry of Communications and
Information and Ministry of
National Development, Mr Tan
Kiat How as our Guest of
Honour and to have a dialogue
session with the attendees on
how Youth play an important
role in Cyber & Tech in the
future. The event is open to all
students in secondary and
tertiary level.

Register here

SOC 101 | Trust No Files
12 July 2023

@ voTirRG

SOC 101 | TRUST NO FILES
12U 23 | WEDNESDAY

Financial institutions face an
ever-growing threat from
incoming files. Every loan

application uploaded to a web
portal emailed spreadsheet or
signed PDF sent to an account
manager can contain malicious
code that threatens the
organization. All files are
suspect. Ransomware
campaigns and other
destructive malware are running
rampant as malicious actors
seek out high-value targets to
coerce and compromise. And
the need for strong security is
more critical now as the risk of
file-borne threats has never
been greater.

Register here

Registration for NTUC Social
Membership

U'Link

8105 0000 0000 0001
ROXANNE LIM

NTUC Social Membership card

This membership is a rider to Association
Membership. Members interested in
applying for this card can do through your
respective Association. You may also email
to pme@ntuc.org.sg.

Benefits of Link NTUC Social Membership
are as such:

« Earn & redeem Linkpoints at over 1,000
partners’ outlets

« Eligible for Career Advisory services
offered by NTUC U PME Centre

« Enjoy benefits and privileges from Ready
for eXperience (RX) Community Member
Programme offered by NTUC Club

AiSP is collaborating with
NTUC to provide an exclusive
membership package only for

AiSP Members at $10/year

(inclusive of GST).
Some benefits include

- Career Advisory
services

- https://upme.ntuc.org.s
a/upme/Pages/CareerC
oaching.aspx Benefits
and privileges from RX
Community Member
Programme
https://www.readyforex

perience.sqg/

Please fill in the form below and
make payment if you would like
to sign up for the membership.

https://forms.office.com/r/qtiMC
K376N



https://forms.office.com/r/fT9wpirBFJ
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUNkE5VE9SVlczRzNETTJGWjZRSzlPRjVZVy4u&wdLOR=cDEE176C1-E405-4B67-A577-6ACFD4CE3B69
https://6559474.hs-sites.com/by-invitation-only-soc-101-trust-no-files-l-votiro-bfsi-workshop-12th-july-2023
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://www.readyforexperience.sg/
https://www.readyforexperience.sg/
https://forms.office.com/r/qtjMCK376N
https://forms.office.com/r/qtjMCK376N

Top Women in Security
ASEAN Region Awards 2023
8 March - 20 June 2023

/ Women@iSecurity
-~ ap 4 L R RS G
NOMINATIONS OPEN UNTIL

Close JUNE 20

MEET THE JUDGES

aninsecurityaseanraglan.cam

With just days to go before the
scheduled nominations close, we are
excited to re-schedule to coincide with a
Women in Security Dinner to be held in
Kuala Lumpur, Malaysia, in collaboration
with Malaysia Women in Security and
alongside the Cyber Security Asia
Conference. Nominations will now

close on June 20, 2023.

........................

The new date also follows a special
request to extend the period from a
national cybersecurity agency and allow
a cohort of nominations to be collated
and submitted.

To get involved and nominate visit
womeninsecurityaseanregion.com.
Self-nominations are welcome.

Undergraduate and Internship
Opportunities at CSIT
22 May - 31 July 2023

ate Scholarship
(Mid-term) &
Internship Opportunities

Undergr:

Passionate about cutting-edge
technologies? Join us as our scholar or
intern to kickstart an exciting ICT career

that focuses on digital technologies to
meet Singapore’s national security needs!

Apply here

Career opportunities at CSIT
22 May - 31 July 2023

Career Opportunities with
CSIT

Passionate about cutting-edge
technologies? Join us in our work to
conduct applied research and build

products to meet Singapore's national
security needs!

Apply here



https://womeninsecurityaseanregion.com/
https://www.csit.gov.sg/join-us/csit-undergraduate-scholarship
https://www.csit.gov.sg/join-us/careers

CISO ASEAN
30 May 2023
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We are thrilled to be the Platinum
Sponsor for
@CoriniumGloballntelligence
CISO ASEAN Online conference, taking
place on 30 May 2023! Join us for CISO
ASEAN Online the one-stop platform
you need to benchmark new practices
and drive change in the ASEAN cyber
security community. Through an
interactive, virtual platform, attendees
will engage in the hottest and most
crucial cybersecurity discussions
through a series of keynotes, panels,
interviews and other engaging sessions

Register here

FinTech Festival India 2023
27 — 28 Jun 2023

seamless

THE FUTURE OF PAYMENTS,
BANKING & E-COMMERCE IN ASIA

PAYMENTS. E-COMMERCE. BANKING.

The three sectors on which Asia’s future
digital economy will be built; and Seamless
Asia is the only event that brings them
together. Meet leading payments, banking
and e-commerce innovators at Sands
Expo, Singapore on 27 - 28 June 2023.

Use Promo Code: AISP10 for 10% off
delegate tickets.

Register here

CISO Melbourne
17 — 19 Jul 2023

{:Cj Corinium

CISO Melbourne

Y: MON 17 JULY
F: TUES 18-WED19 JULY

INDUSTRY PARTNER

Connecting you to
what's next in InfoSec

>

We are so excited to announce we will be
supporting @CoriniumGloballntelligence
CISO Melbourne event as an Industry
Partner. Join us at CISO Melbourne 2023
to share insights on transformative
leadership, increasing awareness, taking a
holistic approach to cybersecurity, and
embracing technology innovation with
confidence.

Register using the discount
code CISOMELPAR500 and receive $500
off the standard rate!

Register here



https://bit.ly/3TX04Bp
https://secure.terrapinn.com/V5/step1.aspx?E=10690&R=AISP10&utm_source=aisp&utm_medium=op&utm_campaign=op-aisp&utm_term=third-party&utm_content=listing
https://bit.ly/3N64PHt

CyberSecAsia Indonesia AISA’s Australian Cyber Conference IASA Enterprise Architecture
Conference Melbourne Certification Programmes
26 - 27 Jul 2023 17 - 19 Oct 2023
‘CyberSeclD ol THE EARLY BIRD...GETS THE DISCOUNT! AISP m A
CONFERENCE E# i) REGISTER BEFORE 31JULY 2023
7 akara, inconesl | cyberconference.com.au Th‘ m of
AUSTRALIAN v@ . IASA Enterprise Architecture
El,jononrunlnss.:-"_.:.ff for Information Security
Yy AISA 2 Professionals
MELBOURNE CONVENTION & EXHIBITION CENTRE
Unlock the Future of Cybersecurity at AISA’s Australian Cyber Conference
CyberSecindonesia Conference - Join [ Melbourne offers a unique platform for | !ASA EA can help ISPs to develop more
us in Jakarta on July 26-27 for two days attendees to explore the latest effective and comprehensive security
of cutting-edge insights, expert developments, emerging technologies and| ~ Strategies that are aligned with the
discussions, and networking industry trends that are shaping the busme_ss ObjeCt.IVQS of their organisation.
opportunities with industry leaders. Don't current cyber security landscape. By taking a holistic approach to security
miss this premier cybersecurity event! Please join us for an inspiring event that [@nd integrating it into the overall enterprise
For more information about the will empower you to thrive in the ever- | design process, ISPs can better manage
CyberSecAsia Indonesia Conference, evolving world of cyber security. risks, reduce vulnerabilities, and protect
including registration and sponsorship critical assets.
opportunities. Hurry - our heavily discounted Early Bird
ticket price ends 31 July 2023! Learn more

Register here
Register here



https://cybersecasia.org/indonesia
https://cyberconference.com.au/
mailto:info-sg@atdsolution.com,%20jolynn.tan@atdsolution.com,%20marketing@atdsolution.com?subject=%5BAiSP%5D%20Request%20for%20IASA%20Enterprise%20Architecture%20Certification%20Info.%20&body=Hi%2C%20%0A%0AI%20am%20interested%20in%20IASA%20Enterprise%20Architecture%20Certification%2C%20please%20send%20me%20some%20information%20regarding%20it.%20%0A%0AThank%20you.%20

Professional Course Development

Three Courses for Profes/sionals
to Lead the Blockchain Revolution

EC-Council Launches Three New Blockchain Certificatjon
Courses to Meet the Industry Requirements of:

RS

BDC B/BLC B FC

Blothchan  Developsr Cortfiation Bleckchois  Beviness Lsoder Certication Blockdhaln  Firtech Cortfation

Developers Business Leaders | Fintech Professional
-

REGISTER NOW

EC-Council’s Blockchain Certifications Overview

EC-Council’s blockchain certification courses are curated by experts to support the growing demand for skilled blockchain
professionals.

These programs have been designed to meet the industry requirements of developers, business leaders, and fintech
professionals in this rapidly growing area.

Our blockchain certification courses consist of three knowledge and competency areas:
development, implementation, and strategy.

During the course, students get exposure to multiple blockchain implementation concepts and
a unique guideline for sustainable and scalable blockchain development using quantum-resistant ledgers.

Considering the market opportunity and skills required for different target groups, EC-Council has
launched three new blockchain programs:

1. Blockchain Business Leader Certification (BBLC)
2. Blockchain Fintech Certification (BFC)
3. Blockchain Developer Certification (BDC)

Blockchain technology is becoming more prominent in today’s digital world, and getting
certified is a great way to showcase your knowledge and lend credibility to your resume.

EC-Council’s expert-designed courses will provide you with hands-on experience and
help you gain valuable insights that are mapped to real job roles.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!



mailto:aisp@wissen-intl.com

AiSP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

Qualified
Information Security
Professional (QISP)

NEW

Prepare for QISP Certification with
QISP e-Learning Programme!

For professionals with at least 1 year of experience in IT and cybersecurity awareness and those who will be taking on
a senior technical or management role in IT enterprise governance

Deep-dive into security principles and concepts and gain understanding for cyber defence strategies and different
levels of security implementation

Earn an internationally-recognised certification and become a security expert on Singapore and across ASEAN

Objectives

Understand and attain knowledge in enterprise governance, risk analysis and management, security controls, security
principles and lifecycle, business continuity planning, develop and implement security goals, objectives, strategies and
programmes and maintain and review security operations.

1. Governance and Management

2. Physical Security, Business Continuity and Audit
3. Security Architecture and Engineering
4.0peration and Infrastructure Security

5. Software Security

6.Cyber Defence

AiSP Certification Road Map

Qualified Information Specialisation Courses in
Security Professional Threat Intelligence,
(QISP) E-Learning Forensics, Network
Programme Defense, Ethical Hacking

Scan the QR Code

« to register your interest!
Transformists S - o
7 \/ NETWORK Cyber Security Competency Development Emall &p—@w
for more information.




AiSP Courses to help advance in your Career & Knowledge

Cybersecurity Essential Course Qualified Information Security Professional Course
(Basic) (QISP) Physical

QUALIFIED INFORMATION
ECURITY PROFESSIONAL (QISF
- 5 DAYS-

*70% funding for Singaporeans 40 and above.

[S]LEPPING uP
INFORMATION

50% funding for all Singaporeans below 40 & all PRs.

SECURITY

CYBERSECURITY
ESSENTIALS COURSE

Dive deep into the principles and concepts to manage and govern the
aspects of Information Security
Gain an understanding and appreciation for the cyber defence

For: strategies and different levels of security implementations
People who are new to information security and in need of an Understand the importance of maintaining internal network defences
introduction to the fundamentals of security. against all cyberattacks and threats.

Those who have decided to make a career change
Professionals who are in need to be able to understand and Course Fees include Examination, while promotion last.

communicate confidently about security terminology. *NTUC UTAP funding is available for NTUC Member for this

course.
Public: $1,600 (Before GST) * SSG Funding is available!

10% Discount for AiISP Members: $1,440 (Before GST)
To find out more on the Qualified Information Security Professional

*Utap funding is available for NTUC Member Course, please visit https://www.aisp.sa/gisp_info.html.
* SSG Funding is available!

Please click here for the upcoming course dates.

Please click here for the upcoming course dates.
Please email secretariat@aisp.sg for any enquiries.

Please email secretariat@aisp.sg for any enquiries.

Click here for our Contributed Contents from our partners
Click here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.



https://www.aisp.sg/cyberessentials_training.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/qisp_info.html
https://www.aisp.sg/qisp_training.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/publications.html
https://www.aisp.sg/jobs.html
https://www.aisp.sg/smecybersafe/index.html
https://www.aisp.sg/aispcyberwellness/index.html
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D

